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February 19, 2016
Via US ECFS

Marlene H. Dortch, Secretary

Federal Communications Commission
445 12" Street S.W.

Washington, D.C. 20554

RE:  Nextiva, Inc.
Form 499 Filer ID: 827231
Annual Customer Proprietary Network Information Compliance Certification;

EB Docket No. 06-36

Dear Ms. Dortch,

Enclosed for filing is the Annual Customer Proprietary Network Information (“CPNI™)
Compliance Certification; EB Docket No. 06-36, filed on behalf of Nextiva, Inc.

Please do not hesitate to contact me at 407-260-1011 or mark(@esilongwood.com if you have any
questions or concerns.

Thank you for your assistance in processing this filing.

Mark G. Lammert, CPA
Tax Preparer for Nextiva, Inc.

(T 6% Nextiva, Inc.
file:  Nextiva, Inc.— PUC - FCC
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STATEMENT OF POLICY IN TREATMENT OF
CUSTOMER PROPRIETARY NETWORK INFORMATION

It s Nustivin Ine thereatter reterred 1ooas "Nestiva™y polies not o use CPNI for any
activity other than permitied by luw. Any disclosure of CPNI to other parties (such as
affiliates. vendors, and agentsy oceurs only 1f it s necessary 10 conduct a legitimate
business autiviey related 10 the services already provided by the company 1o the customer,
It the Company is not reguired by law 1o disclose the CPNT or if the intended use does
not bl asathin one of the carve outa, the Company will first obtiin the customer’s consent
priorto using CPN

Neativa follows industry sstdird practices o prevent unauthorized access to CPNI by o
persan other that the subseriber or Nexting. However, Nestiva cannot guarantee that
these practices will prevent every unauthorized attempt to access, use, or disclose
personally dentifinble informaton.  [herelore;

A I an unauthorized disclosure were 1 occar, Nestiva shall provide noufication of
the breach within seven (71 days 10 the U nited States Seeret Service (<LSSS™) and
the Federal Bureiu of Investigation (<FBIT)

1 Nextiva shall wait an additonal seven (7) days from s government natice prior
to notifving the attected customers of the breach.

C Nomithsumdimg the provisions in subparagraph 3 above. Neativa shall not wait
the addinonad seven (79 dayvs 10 poltly is customers i Nestiva determines there is
an immediate risk ot irreparable harm 1w the customers

D Nentiva shall mamtam records of discovered breaches lor a period of at least o
¥ a
=) N,

Al emplosees will be trained as to when they are. and are not. authorized 1w use CPNI
upon employment with the Company and annually thereatter.

A Specitically . Nextiva shall prohibit its personned from releasing CPNI based upon
A customer-initiated  telephone  call except under the following three (3)
CIFCUMSIINGesS.

I W hen the customer has pre-estahlished a password

2 When the information requested by the customer is 1o he sent o the
customer’s address of record. or

Vi When Nextiva calls the customer’s telephone number ol record and
discusses the informanon wath the party mitially wdentified by customer
when serviee was initated
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B Neativa iy use CPN for the Tollowing purposes

¢ loanmite: render. mamtaing cepiir. bill and collect for services.

e [ protect its properny rights; or to protect its subscribers or other carmers
trom traudulent. abusive | or the unlawful use of. or subscription w, such
SETV e,

o o provide inbound wlemarketing, reterral or adimimistrative services w
the customer during o customer initated call and with the customer’s
informed consent.

o o market additonal services 0 customers that are within the same

categories ol serviee oowhich the castomer already subseribes:

o market services tormierls known as adiunct-to-basic services: and

[ market additional services o customers with the receipt of informed

consent v the use of opl=m or opt=ont, as applicable,

Prioe to allowing seeess to Castomens” indivadually wdentifiable CPNT 1o Nextva's joim
venturers or independent contractors. Nextiva will require, in order o sateguard that
mbormation, thewr entry into both confidentiality agreements that ensure compliance with
this Statenent and <hall obtatn opt-in consent front & customer prior o disclosing the
itormation. In addition. Nextiva requires all outside Dealers and Agents to acknowledge
and certily that they may only use CPNI tor the purpose tor which that informition has
been proy wed,

Neativa reguires express written suthorization trom the customer prior 10 dispensing
CINL o e cirriers, except as othiers ise required by L,

Nextiva does por market. share or otherwise sell C PN intormution to any third party.

Nextiva maintains o record of s own and s alliliates” sales and marketing campaigns
that use Neativa's customers” CPNL O The record will imclude o deseription ol each
campinign, the speaitic CPNL that was used i the campaigin. and what products aind
services were ollered as pam of the campaign.

A Priov caommencement of @ sales o marketnyg camipuign that ulilizes CPNL
Neatva establishes the status of a customer's CPNLapproval,  The Tollowing sets
torth the procedure tollosved by Nestiva,

o Prior ta any solicistion for customer approval. Nestiva will notify
customers of their right to restrict the use ol disclosure of. and access 10
their CPNI

o Nestva will use opran approsal for any instance in which Nestiva must
obtnn customer approval prior o usimg, disclosing, or permitting aecess o
CINDL

o A customer’s approval or disapproval remains in effect untl the customer
revokes or limits such approval or disapproval.
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s Records of approvals are maintamed [orau leastone s ear.

o Neativa provides individual notice 1o customers when soliciting approval
1o tse, diselose. or permit aceess to CPNL

o | he content of Nextiva s UPNI notices complys with FCC rule 642008 (¢).

Nestiva hus implemented a sysiem o obuun approval and intormed consent from s
customers prior 1o the use of CPND lor marketing purposes, This systems allows

tor the statis of o customer’s CPNEapproval o be elearly estabhished prior to the
use of CPNI

Neativi has a supervisory review process regarding compliance with the CPNI rules for
outhbound murketing situations and will mamntain compliance records tor at least one year.
Spectfically . Nextva's sales personnel will obtain express approval of any proposed
authbound marketing request Tor customer approval of the use of CPNI by The General
Counsel oF Nextiva

Neativa notifies customers immediatels of uny account changes, meluding address off
record. authentication. online account and password related changes.

Nextivie may negotiate alternative aathentication procedures lor services that Nextiva
provides 10 business customers that have o dedicated aceount representative and a
contract that spevitically addresses Nestiva's protection ol CPNIL

Nentiva s prepared o provide sritten potice within Hve business diss (o the FCC of any
instance where the opt-in mechanisms Jo not work properls w0 such @ degree that
consumer’s inability 6 opt-in s more than an anomaly.



Annual 47 CF.R. § 64.2009 (¢) CPNI Certification
E B Docket 16-36

Date Filed: February 15, 2016

Name of companyis) covered by this cerufication: Nextivia. Ine.
Form 4949 Filer 1) 827231

Name of signatory : Tomas Corny

Fitle of signutors . C 1O

L. Tomas Gorny, certify that [ am an ofticer of the company pamed above, and acting as
agent of the company. that | have personal knowledge that the company has established
uperating procedures that are adequate w ensure complianee with the Commission’s CPNI rules.
See 47 CFE.R, § 6420010 ¢t vl

Avached o this certtlication 1s an accompany ing statement explaiming how the
company s procedures ensure the company s i compliance with the requirements set forth in
section 642001 ¢f seg. of the Commission’s rules.

Phe company has not faken any actions (proceedings instituted or petitions tiled by any
company af either stute commissions. the court sy stem, or at the Commission against date
hrokers) against data brokers i the pust vear. The steps the Company has taken to protect CPNI
include updating its CPNI practices and procedures and conducting new training designed to
ensure complianee with the FCCs modificd CPNI rules

The company has not received any custommer complaints in the past y ear concerning the
unauthorized release of CPN).

Signed '; -

TOMAS GORNY



